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Reference A: System and Security Requirements

The IQSVS application can be installed and configured for a variety of hosting situations based
on your organization’s preferences. Two basic scenarios are described below that you can select
from depending on the number of machines/servers you have, whether you want to expose the
application through the internet or keep it inside your intranet and how you have your firewall(s)
configured. Pick the scenario that best fits your organizations Information Technology
guidelines to see the requirements for security, software and hardware.

1. Installing on a Single Machine

When the application is hosted locally on a single machine, it has to be behind the
firewall on the intranet. The application must not be opened to the public because the
database also resides on the same machine and if the server (machine) and the application
are exposed to the public, the security risk for the data is very high.

* Minimum Software/Hardware Requirements:
o If using a server

e Microsoft Windows 2019 Server or newer (Windows Server 2025
recommended) or Windows 10 or newer (Windows 11 recommended)

e 64-bit OS and CPU are required

e Processor: 1.4 GHz (x64); 2.0 GHz or faster recommended

e Memory: 1 GB RAM; 4 GB RAM or more recommended

e Hard Drive: 32 GB minimum; 40 GB or greater recommended

e Internet Information Services (IIS) 7.x or higher

e SQL Server 2016 or newer (SQL Server Express also supported)

e Please Note: Windows Server 2022 or Windows 11 or higher is required to
enable TLS 1.3

2. Installing on a Multi-Server (two machines) Environment

When the application is hosted in a Multi-Server environment, the application can operate
on the intranet or on the internet (opened to public).

The hosting process is the same for both scenarios with the security requirements being different.

In the Intranet hosting, both the web server machine and the database server machine reside
behind the firewall in a secured zone.

With the Internet hosting (application being opened to public over the WWW), the web server
machine resides in the DMZ (De-Militarized Zone) which is secured by a firewall and the Port
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80 (or 443 if using SSL) of the web server is open for the public requests. In this mode the
database server resides behind a firewall in a secured zone and the only traffic allowed to this
machine is from the web server over port 1433. All the communication between web server and
the database server is using port 1433. It is recommended that all communication be encrypted
using SSL (Secure Socket Layer) or IPSec (Internet Protocol Security). The web server hosts the
web application. The database server hosts the database.

Minimum Software/Hardware Requirements:
o Web Server - same as above

o Database Server

e Microsoft Windows 2016 Server or newer

e Processor: 1.4 GHz (x64); 2.0 GHz or faster recommended

e Memory: 512 MB RAM; 2 GB RAM or more recommended

e Hard Drive: 32 GB minimum; 40 GB or greater recommended

e SQL Server 2016 or newer (SQL Server Express also supported)
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Reference B: SQL Server 2025 and Express Installation
Instructions

Please note: SQL Server 2016 is the minimum required version

Step 1: SQL Server 2025 Installation files

1. If installing the full version of SQL Server, make sure that the Microsoft SQL Server 2025
installation media or installer files are available on the server.

If installing the Express version, download Microsoft SQL Server 2025 Express and SQL
Server Management Studio from the following link:

https://go.microsoft.com/fwlink/p/?linkid=2216019

Step 2: Install Microsoft SQL Server 2025

1. Select Start/Run. From the Run screen, browse to the location where the SQL Server
2025 installer file is located and select that file to open. The installer will extract a
number of setup files to a temporary folder. This could take a few minutes. Once the
installer has extracted all of its files, you should see the SQL Server Installer Window.
Click on Custom to begin installation.

SQL Server 2025
Express Edition

Select an installation type:

Basic Custom Download Media

elect Basic installati ype t Select Custorr allation type Download SQL Serve 1p file:
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2. Select the location to download setup files.

SQL Server 2025
Express Edition

Specify SQL Server media download target location

MEDIA LOCATION * MINIMUM FREE SPACE
C\SQL2025 = 7582 MB
DOWNLOAD §
727 MB

3. Click Install. The installer will download the setup files.

4. The SQL Server Installation Center will appear.

£ 5QL Server Installation Center = O X
Planning b New SQL Server standalone installation or add features to an existing installation
Installstion 1 Launch a wizard to install SQL Server 2025 in 2 non-clustered environment or to add

features to an existing SQL Server 2025 instance.
Maintenance
Install Power Bl Report Server
Tools
Launch a download page that provides a link to install Power Bl Report Server. An internet
Resources connection is required to install PBIRS.
Options : Install SQL Server Management Tools
Launch a download page that provides a link to install SQL Server Management Studio
(SSMS), SQL Server Profiler, and Database Tuning Advisor. An internet connection is
required to install these tools.
Install SQL Server Data Tools
Launch a download page that provides a link to install SQL Server Data Tools (SSDT). SSDT
provides Visual Studio integration including project system support for Microsoft Azure
SQL Database, the SQL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install SSDT.
Y= Upgrade from a previous version of SQL Server
1 Launch a wizard to upgrade a previous version of SQL Server to SQL Server 2025.
Click here to first view Upgrade Documentation
Microsoft SQL Server 2025
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Select New SQL Server stand-alone installation or add features to an existing installation.
The installer will setup files needed for the installation and perform checks to ensure that the
installation can continue.

5. Click the checkbox to accept the license terms. Click Next.

Depending on whether you are installing the full or Express version, you may see a slightly
different list of rule checks. The example shown below is from the Express version.

[ £ 5QL Server 2025 Setup = m] X

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
can continue.

License Terms Operation completed. Passed: 4. Failed 0. Warning 1. Skipped 0.

Product Updates

Install Setup Files Hide details << Re-run
| Install Rules View detailed repert

Azure Extension for SQL Server

Feature Selection Result Rule Status

Feature Rules ‘f) Machine Learning Server shared feature support Passed

Instance Configuration /] Consistency validation for SQL Server registry keys Passed

Server Configuration @ Computer domain controller Passed

Database Engine Configuration an Windows Firewall Warnin

Feature Configuration Rules ] Microsoft NET Framework 4.7.2, or newer, is required Passed

Installation Progress

Complete

< Back Next > Cancel

If you have a firewall enabled, then you will probably see that item in the detailed list with a
Warning. This just indicates that the installer recognizes that you are running a firewall and
need to make sure that it is properly configured.

Click Next.
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Uncheck the checkbox for Azure Extension for SQL Server

£ sal Server 2025 Setup — m]
Azure Extension for SQL Server

Azure Extension for SQL Server simplifies hybrid management, enhances security, optimizes costs, and ensures

compliance.
License Terms Azure Extension for SQL This feature connects SQL Server instances to Azure for centralized
Global Rules O Server management such as best practices assessments (BPAA)‘ aytcmfated

backups, Microsoft Entra ID authentication, and flexible licensing

Product Updates options as detailed at https://aka.ms/azure-extension-for-sql-
Install Setup Files server. To enable this feature, login to Azure.
Install Rules
Azure Extension for SQL Serv...

Feature Selection

Feature Rules
Start free If you don't have an Azure account, create an Azure free account

Instance Configuration to get started.
Server Configuration Use Azure Login
Database Engine Cenfiguration o

. Use Service Principal
Feature Configuration Rules

Installation Progress Azure Service Principal ID* i

Complete Azure Service Principal Secret” l

Azure Tenant ID*

Azure Subscription ID*

Azure Region™

Azure Resource Group* l
Proxy Server URL (opticnal) [

< Back Next > Cancel

Click Next.
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7. Select the Installation location and confirm the features installed. You can accept the
default values for instance features.

I & saL server 2025 Setup - m] X ]

| Feature Selection

Select the Express features to install.

License Terms Features: Feature description:
|

Global Rules ’ 5 .

The configuration and operation of each a
Product Updates B Database Engine Services instance feature of a SQL Server instance is
Install Setup Files 8 5QL Server Replication ;s:lated from other SQL Server;nstancsd. saL

: - rver instances can operate side-by-side on

Install Rules @ Al Services and Language Extensions e P by -

8 Full-Text and Semantic Extractions for SearcH
(] PolyBase Query Service for External Data Prerequisites for selected features:

Azure Extension for SQL Server

Feature Selection Shared Features T
Feature Rules (J LocalDB 5 ) <

- Windows PowerShell 3.0 or higher
Instance Configuration Redistributable Features 2

Microsoft Visual C++ 2017 Redistributable
Server Configuration Microsoft MPI v10
Database Engine Configuration

Feature Configuration Rules Disk Space Requirements

Installation Progress Drive C: 1855 MB required, 308204 MB @
available
Complete
v
Select All Unselect All

Instance root directory: C:\Program Files\Microsoft SQL Server\

Shared feature directory: C:\Program Files\Microsoft SQL Server\

Shared feature directory (x86): C:\Program Files (x86)\Microsoft SQL Server\

< Back Next > Cancel

Click Next.
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9. Make note of the instance name. If using the default instance, the database server will
be accessible at [Computer name]. If a named instance is provided, the database server
will be accessible at [Computer name]\[Instance name] (e.g. localhost\SQLExpress).

£ 5L Server 2025 Setup — O X

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

License Terms (O Default instance
Global Rules
Product Updates

© Named instance: *  SQLExpress|

Install Setup Files
Install Rules

Instance ID: SQLEXPRESS
Azure Extension for SQL Server
Feature Selection
Feature Rules SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL17.SQLEXPRESS

Instance Configuration
Server Configuration

Installed instances:

Database Engine Configuration Instance Name Instance ID Features Edition Version
Feature Configuration Rules
Installation Progress
Complete
< Back Next > Cancel

Click Next.

10. You will see a page where you select the accounts database services utilize.

Change the Startup Type for SQL Server Browser from Disabled to Automatic. Click
Next.

| & sql Server 2025 Setup - (m} >

Server Configuration

Specify the service accounts and collation configuration.

License Terms Service Accounts  Collation

Global Rules

Mi ft thaty t t f h i
Product Updates icrosoft recommends that you use a separate account for each SQL Server service.

Install Setup Files v Service Account Name Password Startup Type
Install Rules SQL Server Database Engine NT Service\MSSQLSERVER Automatic
Azure Extension for SQL Server VSQL Server Launchpad ) VNT Service\MSSQLLaun... Automatic
Feature Selection SQL Full-text Filter Daemon Launc... | NT Service\MSSQLFDLa... Manua

Feature Rules SQL Server Browser NT AUTHORITY\LOCAL... |

Instance Configuration

Server Configuration () Grant Perform Volume Maintenance Tasks privilege to SQL Server Database Engine Service
Database Engine Configuration This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
Feature Configuration Rules to information disclosure by allowing deleted content to be accessed.

Installation Progress lick here for I

Complete

< Back Next > Cancel
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11. Next, you will be presented with a window where you will choose the authentication
mode and administration account(s) for the Database Engine.

Select Mixed Mode authentication mode and enter a password for the database administrator

account (sa). Make sure that there is a user account listed in the Specify SQL Server

administrators box. Once this is completed, you can click on Next.

£ sal server 2025 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Azure Bxtension for SQL Server
Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Server Configuration Data Directories TempDB Memory User Instances FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

(O Windows authentication mode

© Mixed Mode (SQL Server authentication and Windows authentication)
Specify the password for the SQL Server system administrator (sa) account.
assseeeN

Enter password:

Confirm password: ssccssed

Specify SQL Server administrators

FIRE\aentenman (Alex Entenman)

SQL Server administrators have unrestricted
access to the Database Engine.

Add Current User Add... Remove

< Back Next > Cancel

As the installer starts installing the database server, you will see a blue progress bar, and the
files names listed as they are being installed.

12.

The installation will begin.
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13. Once the installation has finished, you should see a window like the one shown below,
indicating that the Installation is complete. This window will also show the location of
the Summary Log file for the installation.

£ sal Server 2025 Setup — m] X
Complete

Your SQL Server 2025 installation completed successfully with product updates.

ticense lemms Information about the Setup operation or possible next steps:

Global Rules

Prcibusct Upiates Feature Status

Install Setui Files & Full-Text and Semantic Extractions for Search Succeeded
P '@ Al Services and Language Extensions Succeeded

Install Rules ‘0 Database Engine Services Succeeded

Azure Extension for SQL Server (@ sQL Server Replication Succeeded

Feature Selection @ SQL Browser Succeeded

Feature Rules 1D saL Writer . Succeeded

’ . @ Setup Support Files Succeeded

Instance Configuration

Server Configuration

Database Engine Configuration Details:

Feature Configuration Rules T

Installation Progress
Complete

Summary log file has been saved to the following location:

C:\Program Files\Microsoft SQL Server\170\Setup Bootstrap\Log\20260128 084148\Summary FD-
AENTNMN-S4v4 20260128 084148.t

Close

When you click Close in the Complete window, you will be returned to the SQL Server
Installation Center Window. From there you can choose to install SQL Server Management
Studio using the Install SQL Server Management Tools link, search for product updates with
Windows Update, or you can close the SQL Server Installation Center Window. You can
also download and install the SQL Server Management Studio latest version from
https://aka.ms/ssms/22/release/vs_SSMS.exe

See the instructions in Step 3 of the main Installation Instructions for details on how to use the
SQL Server Management Studio to configure SQL Server 2022.
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Reference C: Uninstallation Instructions

Step 1: Remove the IQSWeb v7.x application

1. To remove the IQSWeb v7.x application, open the Control Panel and select

“Programs and Features”.

2. Click on “IQSWeb” and then click the “Uninstall” button.

ol Programs and Features

Control Panel Home

View installed updates

& Turn Windows features on or
off

Organize ¥  Uninstall
network Name

<% Git version 2.14.1

[5] GitKraken

[ Google Chrome

5711 10.0 Express

4 Intel® Graphics Driver
[E=]1QSweb

|£/Java 8 Update 151
|£:]Java 8 Update 151 (64-bit)

Install a program from the ~

@ > This P All Contral Panel ltem Programs and Feature

Uninstall or change a program

Publisher

The Git Development Communi...

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Axosoft, LLC

Google Inc.

Microsoft Corporation
Intel Corporation

National Association of State Fo...

Oracle Corporation

Oracle Corporation

. National Association of State Foresters Product version: 4.0.2

Size: 542 MB

Installed On
10/2/2017
11/15/2017
2/23/2017
8/21/2017
2/27/2017
11/17/2017
10/26/2017
10/26/2017

Size

v o

425 MB
118 MB
353 MB
31.9MB
4.03 MB
542 MB
216 MB
239 MB

Search Programs and Features

Version
2141

322
62.0.3202.94
10.0.1738
20.19.15.4531
402
8.0.1510.12
8.0.1510.12

(=]

X

¥

v

Comments: This installer database contains the logic and dat...

3. Click “Yes” to remove 1QS Web.

Programs and Features

| Are you sure you want to uninstall IQSweb?

[ Inthe future, do not show me this dialog box

4. You will see a progress bar:
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1QSweb

él]l Please wait while Windows configures 1QSweb

Cancel

5. When the un-installation is complete, the “IQSweb” entry will be removed from the
“Programs and Features™ screen.

Step 2: Remove the IQSweb Database

IMPORTANT NOTE: If you remove the IQSweb database, all data will be lost. Before
removing the database, backup the database to preserve the data. (See Reference D for database
backup instructions).

1. To Remove the IQSweb database, open “SQL Server Management Studio”.
2. Connect to the database service the IQSweb database resides on.
3. Inthe “Object Explorer”, expand the list of Databases.
4. Right-click on the IQSweb database and select “Delete”.
3
& B@ Seax New Database...
[C3 Servef New Query
Q Replic| Script Database as >
| Manag
Tasks >
Poicies >
Facets
Start PowerShell
Reports »
Rename
Delete
Refresh
Properties

5. In the window that appears, click OK.
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—oix
Seleclam L8 Seript ~ |} Help
% General
Object to be deleted
Object Name I Object Type | Owner | Status | Message |
| 1QSTest Database SAlL.
Server:
mortlandj-2\SQLEXPIESS
Connection:
SAIC-US-EAST\MORTLANDJ
7 View connection properties
Ready ¥ Delete backup and restore history information for dalsbases
I™ Close existing connections
ok | cance |
Y

6. The IQSweb database is deleted.
7. Optional: Deleting the IQSweb database login.
a. To delete the login that is used by IQSweb, in the “Object Explorer”, expand the
“Security” list and then the “Logins” list.

b. Right-click on the IQSweb login and select “Delete”.
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L i ]

a .
o MO New Login...
A NT Script Login as »
A sa
A sal Policies »
3 Server Facets
[ Creder
[ Server Obj Start PowerShell
[ Replication|
[ Manageme Reports ’
Rename
Delete
Refresh
Properties
¢. Click OK.
3¢ Delete Object =10l x|
Selectapage SS"“ - IBH*'
A General
Object to be deleted
Object Name Object Type I Owner | Status | Message |
logn
Server:
mortlandi-2\SQLEXPRESS
Connection:
SAIC-US-EAST\MORTLAND.
4 View connection properties
Ready
ok | Cancel |

d. The IQSweb database login is now deleted.
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8. If you now re-install IQSVS, you will start from the beginning of the Installation
Instructions, creating the database and (if you deleted the login) creating the database
login.

Reference D: Database Backup/Restore Instructions

If your IT department does not have scheduled periodic backups for your IQSVSE
database, the following instructions can be used to manually create a backup of your
IQSVS database.

IMPORTANT NOTE: It is recommended that you talk to your IT department to understand
what backup procedures are in place before manually backing up your database.
Backing Up Your IQSV8 Database

1. To create a backup copy of the IQSVS8 database, open “SQL Server
Management Studio”. Start SQL Server Management Studio, e.g., go to
Start/Programs/Microsoft SQL Server 20xx/SQL Server Management Studio

<Express>.
oF Connect to Server x
SQL Server
Server type: Database Engine w
Server name: [DESKTOP-5A815V5\SQLEXPRESS v
Authentication: Windows Authentication R

DESKTOP-9A815V5\Steve

Cancel Help Options >

2. Connect to the database service the IQSV8 database resides on.
3. In the Object Explorer (left panel), expand the Databases object and right-
click on the IQSVS database and select Tasks, then select Back Up.
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Object Explarer v X

B30
= B COMNVERSET-0612\SQLEXPRESS (SQL Server 9.0.4053 - CONVERS
= [ Databases
# [ System Databases

FED_AVIATIONZ0080301

£
=]
®
# Mew Database...
® [ MNew Query
R Script Database as  »
g g Tasks - Detach...
Rename Shrink. >
Delete
(ke —
Refresh Restore 4
Properties )
Generate Scripts...

4. From the Back Up Database screen, make sure the Source Database is your
IQSV8 database.

f Gvene;al : L8 Seript ~ [ Help
4 Options

Source
Database:
Recovery model: IFULL I
Backup type: [ Full

Backup component:
(® Database
O Files and filegroups: I l [ ‘

Backup set
Name: [lQSWeb-FuII Database Backup l

Description: I I

Backup set will expire:

@ After: |U days
O on [ 2/ 4r2010 v
Server: Destination
CONVERSET-06124S0LEXPRES i
, Back up to: @ Disk Tape
Connection: — . -
CONYERSET-0512\converset C:AlSWebD atabaseslgsiV 31114 bak Add...

47 View connection properties

—Contenls

Ready

iiﬂKill Cancel ] |
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5. In the Destination block at the bottom, click the Add button to enter a
destination path and file name.

§ SSelEchBackapEstination) m‘?

Select the file or backup device for the backup destination. YYou can create
backup devices for frequently used files.

Destinations on disk
) File name:

\Proaram Files\Microsoft S0l

e MSSOL. 1\MS SEL\B ackuph D

Cancel

6. Click the OK button at the bottom of the screen to create the backup file.
You will see the message below when the backup is complete.

771‘;!1£7ru:ufi SIRSETVET: J‘Auuyig?meui Sty E,zpirs-:; @1

\i) The backup of database 'IQSWeb' completed successfully.
33

Restoring an IQSV8 Database from a Backup

The following steps can be used to restore an IQSVE database that was previously
backed up. This process will completely replace the current database with the database
file that you are restoring.

IMPORTANT NOTE: It is recommended that you talk to your IT department to understand
what backup and restore procedures are in place before manually restoring a database.

1. To restore a database that has been previously backed up, open “SQL Server
Management Studio”. Start SQL Server Management Studio, e.g., go to
Start/Programs/Microsoft SQL Server 20xx/SQL Server Management Studio
<Express>.
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=¥ Connect to Server >
SQL Server

Server type: | Database Engine e |

Server name: | DESKTOP-9A815VE\SALEXPRESS w |

Authentication: |Windows Authentication w |
DESKTOP-9A815V5\Steve

emember password

I_[_:onned || Cancel || Help || Options »> |

2. Connect to the database service the IQSV8 database resides on.

3. In the Object Explorer (left panel), expand the Databases object and right-click
on the IQSVS database and select Tasks, then select Restore, then select
Database.

Obsect Explore e | Srlmmimri
BR= 2 . @as | e
= [b CONVERSET-0612\SQLEXPRESS (SQU Server 9.0.4053 - CONVERS
= 3 Databases G
@ [ System Databases Isteb
® | j FED_AVIATIONZOOS0301 CONVERSET-061215QL
#® |J 1Q5
* | New Database...
_ﬁ { New Query Name
® L% soptpatsbasess » (3 Database Disgrams
x _‘l < - Tables
: .J: Tasks 2 Detach v
. Rename Shrink » 2 Synonyms
Delete L Programmability
. BackUp... 1| 0 Gac it
iR
2 i Generate Scripts...

J

4. From the Restore Database screen, make sure that your [QSV8 database is
selected in the “To Database” field.

5. Click the From Device radio button and then click the “more” button to the right
of the From Device section.
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u [X]
5 St~ [ Hel
2 General S seint - [ Hep
A Dptions
Destination for restore
Select or type the name of a new o existing database for your restore operation.
To database: 105Web [¥]
To a paint in time: Most recent possible E]
Source for restore
Specify the source and location of backup sets to restore.
O From database:
® From device: D
Select the backup sets to restore: = ]
Restore  Name
Specify the backup media and its location for your restore aperation.
v Backup media: File V]
CONVERSET-D612\S0LEXPRES Dok loostions
Connectior: had
CONVERSET-0612\converset =
85 Visswconnenion pooiins (& NICate Baokip e CONV ERSEIFO IS OIEXPRES Sl |[E1) ﬂ‘
Select the fi:

# [ a315a0860b6af42d0ed7012¢
@ [ ARSDatabases
. @[3 ConfigMsi
3 I T— @ (3 Deliverable
@ dell
@ (3 Documents and Setings
30871d7956178b8AbEC5a4
(2 edde
% (3 EnlLib35re
@ (3 EPHD7.1.6Upgrade
% (3 1836(d11c1da430659
@ (3 HELP_SYSTEM
@ [ HELP_SYSTEM2
® [ HELP_SYSTEMLastUpdate

Ready

.

% [ 105webConversion
S (3 105WebDatabases

8]
% (3 I0SWebHELP
@ (3 105WebOLD

6. From the Specify Backup screen, click Add and then from the Locate Backup
File screen, navigate to the backup file that you would like to restore and click

Add.
7. From the Restore Database screen, make sure the Restore file is checked.
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¥ REstoreatabses (0521 J d @1
B Gonaral S Script ~ w Help
E‘ Options
Destination for restore
Select or type the name of a new or existing database for your restore operation.
To database: 135web L_;.‘
To a point in time: Most recent possible E]
Source for restore
Specify the source and location of backup sets ta restore.
O From database:
@ From device: C:\OSWebDatabaseshlgs\eb_MN_81114 bak Ll
Select the backup sets to restore:
Restore ' Name Component  Type = Server
: 10SWeb-Full Database Backup  Database Full CONVERSET-DE12\SOLEXPR
Server.

CONVERSET-0612\SOLEXPRES

Connection:
CONVERSET-0612\converset

47 View connection properties

Ready

I w

|

I 0K I[ Cancel ]

IMPORTANT NOTE: If you backup a database to the same file multiple
times, SQL Server Management Studio appends successive backups of a
database to that file. When you try to restore the database from that backup file,
in step 7 above, there will be multiple entries to choose from. The latest database
backup is the bottom entry (there is also a backup date column to the right).

8. Click on the Options page on the left and in the Restore Options section, check
Overwrite the existing database.
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Server:

MORTLANDJ2\SQLEXPRESS

Connection:
SAIC-US-EAST \mortlandj

) View connection properties

Ready

Restore options

Overwrite the existing database (WITH REPLACE)

[] Preserve the replication settings (WITH KEEP_REPLICATION})
[] Prompt before restoring each backup

[] Restrict access to the restored database (WITH RESTRICTED_USER)
Restore the database files as:
Original File Name  File Type Restore As
c:\Program Files\Microsoft SQL ... Rows Data c:\Program Files\Microsoft SQL ...
c:\Program Files\Microsoft SQL ... Log c:\Program Files\Microsoft SGL ...

B8

Recovery state

® Leave the database ready to use by rolling back uncommitted transactions. Additional
transaction logs cannot be restored (RESTORE WITH RECOVERY)

@) Leave the database non-operational, and do not roll back uncommitted transactions. Additional
transaction logs can be restored (RESTORE WITH NORECOVERY)

O Leave the database in read-only mode. Undo uncommitted transactions, but save the undo
actions in a standby file so that recovery effects can be reversed (RESTORE WITH STANDBY)

9. Click OK at the bottom of the screen. You will be notified when the restore has

completed successfully.
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Reference E: Updating Database Compatibility

IMPORTANT NOTE: When upgrading the SQL Server instance, it does not automatically
upgrade the IQSV8 database. That requires changing the compatibility level of the database.
To change the compatibility level:

1. Open SQL Server Management Studio.
2. Connect to the SQL Server instance where the IQSweb database resides.
3. Right-click on the IQSweb database.

0w m New Database...

4 Securit]
] Server Lisnliey
T Replica Script Database as
¥ PolyBa Tacke
¥ Always|
3 Manag Policies
¥ Integra Facets
# oo SOL Se
7 7] XEvent Start PowerShell
& midata-db Azure Data Studio
igs-sqld01

& ias-sq Reports

Rename

Delete

Refresh

| Properties

4. In the Database Properties window, go to the Options page.
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W Database Properties - 1Q5web - O X
SEEEIR 1T Script ~ o Help
K General
K Fies
# Filegroups Collation: 5QL_Latin1_General_CP1_CI_AS ~
# Options
# Change Tracking Recovery model: Simple -
# Pemissions Compatibility level: SQL Server 2016 (130) ~
: Szt:;dsetdorzmpames Containment type: None ~
Other options:
=44 |
v  Automatic A
Auto Close False
Auto Create Incremental Statistics False
Auto Create Statistics True
Auto Shrink False
Auto Update Statistics True
Auto Update Statistics Asynchronously False
~ Containment
Default Fultext Language LCID 1033
Connection Default Language English
Server Nested Triggers Enabled True
DESKTOP-9A215V5SQLEXPRE. Transform Noise Words False
c " Two Digit Year Cutoff 2049
onnection VG
DESKTOP-SASTSVS! Steve Close Cursor on Commit Enabled False
¢ View connection properties Defautt Cursor GLOBAL
v D Scoped Ci
Legacy Cardinality Estimation OFF
Legacy Cardinality Estimation For Secondary | PRIMARY
P Max DOP (1] 9
rogress
Auto Close
Ready
Cancel

5. Ensure that the Compatibility level is set to SQL Server 2016 (130) or later. For the
longest-term compatibility in the future, select the latest level (currently SQL Server
2022 (160)).

6. Click OK.
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Reference F: Microsoft Windows Workstation Firewall Settings

This reference addresses the Microsoft Windows Workstation Firewall settings related to IIS,
when using Desktop Operating Systems for IQSV8 servers for the following Desktop Operating
Systems.

Windows 10 or Later

1. From the Control Panel, open System Security and then in the Windows Firewall
category, click on the Allow a program through Windows Firewall link.

@@v|% » Control Panel » System and Security » v |‘,I ’ Search Control Panel pel ]

Control Panel Home ‘Action Canter

Review your computer's status and resolve issues

® System and Securi
o ) ) Change User Account Control settings | Troubleshoot common computer problems
Network and Internet Restore your computer to an earlier time
Hardware and Sound = r
‘ Windows Firewall
Programs Check firewall status | Allow a program through Windows Firewall

User Accounts and Family

Safety h&‘ System

View amount of RAM and processor speed | Check the Windows Experience Index
Appearance and P P p
Personalization &) Allow remote access | See the name of this computer | @ Device Manager

Clock, Language, and Region a
A

Ease of Access

Windows Update

Turn automatic updating on or off | Check for updates | View installed updates

\‘J Power Options
 Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Jfta Backup and Restore

Back up your computer | Restore files from backup

&% Administrative Tools
Free up disk space | Defragment your hard drive
@' Create and format hard disk partitions @ View event logs @ Schedule tasks

2. Make sure that World Wide Web Services (HTTP) is checked and then click OK. The
Windows Firewall is now configured to allow web traffic for IIS and IQSV8 in Windows.
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Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to ¢ icate? #) Change settings

Allowed programs and f

Name Home/Work (Private)  Public
[ SNMP Trap m} O

[0 Windows Collaboration Computer Name Regi: Service O O

O Windows Firewall R Management m} O

[0 Windows Management Instrumentation (WMI) O O 3
[0 Windows Media Player ] O

[0 Windows Media Player Network Sharing Service 153 | O

[0 Windows Media Player Network Sharing Service (Internet) O m}

[0 Windows Peer to Peer Collaboration Foundation O m}

[ Windows Remote Manag o O H
[ Wireless Portable Devices [m] O

%) World Wide s O

.

Windows Server

1. Open up by typing wfmsc in the search
2. Add a new rule and select open a port
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P Windows Defender Firewall with Advan
File Action View Help

e nE 2 H

@ Windows Defender Firewsll wit]| JECRITE 100 Actions

£ Inbound Rules

Outbound Rules
Connection Security Rules
> B Menitoring

Narne
Allowhccesstol(SHelp
allowlQSII5Bundled
Alternate S5 8443
dbeaver

Group Profile  * || Inbound Rules
All W3 NewRule..
ﬁ:: 7 Filter by Profile
Public S Filter by State

0 Mew Inbound Rule Wizard

Rule Type

Sieps:

# Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ MName

Select the type of firewall rule to create.

What type of rule would you like to create?

() Program

Rule that controls connections for a program
@ Port
Rule that controls connections for a TCP or UDP port

O Predefined:
@Firewall AP dIl-80200

Rule that controls connections for a Windows experience.

() Custom
Custom rule

< Back Neat > Cancel

3. Add port 80 for http and 443 secure (https) connections.
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ﬂ Mew Inbound Rule Wizard

Protocol and Ports

Steps:

Rule Type
Protocol and Ports
Action

Profile

e & & & &

Name

Specify the protocols and ports to which this rule applies.

Dioes this rule apply to TCP or UDP?

@® TCP
) UDP

Dioes this rule apply to all local ports or specfic local ports?

() Al local ports

(@ Specific local ports: |8»D-143l
Example: 80, 443, 5000-5010

< Back Next > Cancel
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Reference G: Server Migration Steps

1. On the old server, perform a backup of the IQSVS database.
a. To create a backup copy of the IQSV8 database, open “SQL Server

Management

Studio”. Start SQL Server Management Studio, e.g., go to

Start/Programs/Microsoft SQL Server 20xx/SQL Server Management Studio.
b. Connect to the database service the IQSVS8 database resides on.

I;Li Connect to Server

Servertype:
Server name:

Authentication:

SQL Server

Database Engine v

DESKTOP-3A815VS\SQLEXPRESS

Windows Authentication ~
DESKTOP-3A815V5\Steve

Cancel Help Options »>

c. Inthe Object Explorer (left panel), expand the Databases object and right-
click on the IQSV8 database and select Tasks, then select Back Up.

lonnect> B m i (2] L5

El Lb 2V28DZ1\SQLEXPRESS (SQL Server12.0.

= [ Databases

@ [3 System Databases
= 08
i U I New Database...
R R New Query
@ Script Databaseas  »
@ [_J It
=0T B! Tasks 4 Detach...
RS B Policies > Take Offline
& LJ i Facets Bring Online
&1 [J F > g niine
@ (3 Secu Start PowerShell Shrink 4
@ [ Serv
@ O Repl Reports 4 Back Up...
@ [ Man Rename Restore 5
Delete Generate Scripts...

d. From the Back Up Database screen, make sure the Source Database is your
IQSVS database.
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55 Scipt v [ Help

27 General
2 Media Options
124 Backup Options Source
Database: [le ']
Recovery model: {SIMPLE
Backup type: [Fun -
[ Copy-only backup
Backup component:
© Database
Destination
Back up to: [ Disk. % ]
cov o

Server:
2V28DZ1\SQLEXPRESS

Contents
Connection:
sa
37 View connection properties
Progress
Ready
-“ -Cancd

e. In the Destination block at the bottom, click the Add button to enter a
destination path and file name if the box is empty.

&

| § Select Backup Destination

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.

Destinations on disk

@ File name:
- Server\MSSQL12.SQLEXPRESS\MSSQL\Backup\IQSweb bak]

[ ok ][ Ccancel

f. Make note of the location of the backup file. This file will need to be
copied over to the new server.
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g. Click the OK button at the bottom of the screen to create the backup file. You
will see the message below when the backup is complete.

r .
Microsoft SQL Server Management Studio @

3 1 The backup of database 'IQS' completed successfully.

2

2. On the new server, create a new IQSVS database in SQL Server. This database will
house the restored database.
3. On the new server, restore the copied database backup.

a. To restore a database that has been previously backed up, open “SQL Server
Management Studio”. Start SQL Server Management Studio, e.g., go to
Start/Programs/Microsoft SQL Server 20xx/SQL Server Management Studio
<Express>.

b. Connect to the database service the IQSVS8 database resides on.

Microsoft SQL Server 2014

Servertype: [Database Engine
Server name: 8DZ1\SQLEXPRESS
Authentication: [Windows Authentication

| 2V28DZ 1\ ocalAdmin

[Qonnect ][ Cancel J[ Help J[ Options >> ]

c. Inthe Object Explorer (left panel), expand the Databases object and right-
click on the IQSVS database and sclect Tasks, then select Restore, then select
Database.
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= [ Databases
[# 3 System Databases

=W E_ New Database...
lif u 1q New Query
@ |1
@ U 1C Script Database as
] U IC Tasks
= | J 1C
@ (3 1 Policies
m @R Facets
2] \J R
W= Start PowerShell
@ 3 Secur
[ (3 Serve Reports
@ 3 Repli
@ £ Mane Rename
Delete
Refresh
Properties

Detach...

4 Take Offline
Bring Online
Shrink »
4 Back Up...
Restore 4 Database...

Generate Scripts... Files and Filegroups...

3 e Transaction Log...
Extract Data-tier Application...

Deploy Database to a Windows Azure VM...

Export Data-tier Application...

Register as Data-tier Application...
Upgrade Data-tier Application...

Delete Data-tier Application...

Import Data...
Export Data...

d. Click the Source Device radio button and then click the “...” button to the
right of the Source Device section. Then click the “Add” button and select the
backup file created in step 1.
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-
4z Restore Database - 1QS

@ Ready
Select a page
% General
% Files

A Options

Connection
¥{ 2v28DZ1\SQLEXPRESS [sa]

View connection properties

Progress

@ Done

;S Script ~ IT__‘, Help

Source
(") Database: QS
© Device: C:\Program Files\Microsoft SQL Server\MSSQL12.SQLEXPRESS\MSSQL' E
Database: 1Qs v]
Destination
Database: 1Q8 -
Restore to: The last backup taken (Wednesday, April 27, 2016 2:46:27
Restore plan
Backup sets to restore:

Name

1QS-Full Database Backup  Database

.

Component  Type Server

Full

Database  Position
2V28DZI\SQLEXPRESS  IQS 1

First LSN
3200000C

>

Verify Backup Media

o) e e

c.

From the Specify Backup screen, click Add and then from the “Locate

Backup File” screen, navigate to the backup file that you would like to restore

and click Add.
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———
3 Select backup devices

Specify the backup media and its location for your restore operation.

Backup media type: [File v]
Backup media:

{0 Locate Backup File - 2V28DZ1\SQLEXPRESS (B
Backup File location: =r\MSSQL12.SQLEXPRESS\MSSQL\Backup (Q]
&-{3 Microsoft Silveriight ~ [11aS_Blank bak
=3 Microsoft SQL Server [) 1S _Install bak
-3 100 ] [QSweb bak

-3 120
.A{‘j 80
=3 90

{j MSRS12.SQLEXPRESS
=3 MSSQL12.SQLEXPRESS

=
w
w
o
{ ¢
m.|

-3 DATA

&-£3 FTData

-3 Instal

-3 JOBS

-3 Log

| -0 repldata -

N < | T ] »
File name; QSweb bak [Backl.p Files("bak:"tm:*log) 'l

[T .

f. From the Restore Database screen, make sure the Restore file is checked.
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-
4z Restore Database - IQS =)
(:)' Ready
Select a page ;_?S Script ~ L‘j Help
4 General
% Files
o Source
54 Options
") Database: 1QS
© Device: C:\Program Files\Microsoft SQL Server\MSSQL12.SQLEXPRESS\MSSQL'
Database: 1Qs X ‘
Destination
Database: 1Qs -
Restore to: The last backup taken (Wednesday, April 27, 2016 2:46:27 F
Restore plan
Backup sets to restore:
Rest Name Component  Type Server Database  Position  First LSN
1QS-Full Database Backup  Database ~ Full  2V28DZI\SQLEXPRESS 1QS 1 3200000
Connection
&4 2v28DZ1\SQLEXPRESS [sa]
View connection properties
Progress
< I »
7\ Done
\{) Verify Backup Media
[ oK J [ Cancel ' [ Help }

IMPORTANT NOTE: If you backup a database to the same file multiple
times, SQL Server Management Studio appends successive backups of a
database to that file. When you try to restore the database from that backup
file, in step e above, there will be multiple entries to choose from. The latest
database backup is the bottom entry (there is also a backup date column to the

right).

g. From the Restore Database screen, make sure that your IQSV8 database is
selected in the “Destination Database” field.
h. Click on the Options page on the left and in the Restore Options section,
check Overwrite the existing database.
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r N
Uz Restore Database - IQS @E‘g
'@ Ready
Select a page 8 Script ~ | [ Help
% General

o
= Fxles_ Restore options
# Options
[¥] Overwrite the existing database (WITH REPLACE)
[T] Preserve the replication settings (WITH KEEP_REPLICATION)
[] Restrict access to the restored database (WITH RESTRICTED_USER)
Recovery state: [RESTORE WITH RECOVERY -
Standby file: C:\Program Files\Microsoft SQL Server\MSSQL12.SQLEXPRES
Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be
restored.
Tail-Log backup -
Backup file: C:\Program Files\Microsoft SQL Server\MSSQL12.SQLEXPRES
Server connections -
[”] Close existing connections to destination database
Connection
97 2v28DZ1\SQLEXPRESS [sa] Prompt
[”] Prompt before restoring each backup
(3 The Full-Text Upgrade server property controls whether full-text indexes are imported, rebuilt, or reset for
J) the restored database.
View connection properties
Progress
\ Done
©
l oK ] [ Cancel I i Help ]
I = @ 0 ——

i. Click OK at the bottom of the screen. You will be notified when the restore
has completed successfully.
4. On the new server, recreate the database login for IQSVS.
a. Inthe Object Explorer (left panel), expand the Security object for the SQL
Server instance and right-click on Logins. Select “New Login”.
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solutionl - Microsoft SQL Server Management Stud
Edit View Project Debug Tools Window

D'ﬂ'ﬁH@I,Q,NeWQuery L0y ey o

ject Explorer v I X

nnect> 3 3 @ F 2] L5

[B 2V28DZ1\SQLExpress (SQL Server12.0.2000 - €
# [ Databases
= 3 Security

= Ca [P

@ L@ Sen New Login...
# [ Cre Filter >
mCasS (
? l:f erv.er Start PowerShell
# [3 Replica
@ [ Manag Reports »
Refresh

b. On the Login - New screen, enter the Login Name, e.g., IQSuser. Select the
SQL Server Authentication radio button. Enter a Password and confirm the
password. Continue to the next steps BEFORE clicking OK.
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f N
{§ Login - New = |E
Selectapage i s 2

= Script ¥ Hel
%4 General = et U P
%4 Server Roles
2 User Mapping Login name: IQSUser Search
27 Securables L 0%
A Status (7) Windows authentication
@ SQL Server authentication
Password: LYY Yy

; Confirm password: esscscece

|

I

| [¥] Enforce password policy

|

I

| () Mapped to cerdificate

|| ) Mapped to asymmetric key

I N [7] Map to Credential

i Connection

I Server: Mapped Credentials Credential Provider

2V28DZ1\SQLExpress
Connection:

Il SAIC-CORP\mortlandj

I 37 View connection properties

||

|| Progress

: Ready Default database: [master X l

I Default language: [ <default> = ]

[ ok ][ Cancel

| S

Uncheck the User must change password at next login and Enforce
password expiration checkboxes. You can optionally uncheck the Enable
password policy checkbox, depending on your organization’s security
policies.

Click OK.

Go into the Object Explorer, expand the Databases object and find the IQSV8
database you created. Expand the IQSVS database object and then expand the
database’s Security object. Under the Security object, right-click on Users
and select “New User”.
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solutionl - Microsoft SQL Server Management Studio
Edit View Project Debug Tools Window Help

T= 0= 05 L B | ) NewOuey. iR B S 4
ject Explorer Tl X

mnect> 3 3 @ 7 2] .5
LB 2V28DZ1\SQLExpress (SQL Server 12.0.2000 - ¢
= [ Databases
# [ System Databases
= | 1QSweb
# [ Database Diagrams

@ [ Synonyms

# 3 Programmability
# | Service Broker
# [ Storage

= 3 Security

New User...

= 3 Filter »

Policies »
= C3 Facets

(:j ReportS
U ReportS
U Test Reports »
) Test2
ij Test3
Security
Server Objects
Replication

] 4 Management

&

Start PowerShell

&

#

Refresh

FH E

1]
J

3]

L

=

PE

f. In the Database User — New screen, enter the login name in the User Name
and Login name fields.
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S Script ¥ i?j Help

4 Owned Schemas
4 Membership Usertype:

27 Securables [SQLuserwih login
A Extended Properties

User name:
1QSUser

Login name:
1QSUser

Default schema:

Server:
2V28DZ1\SQLExpress

Connection:
SAIC-CORP\mortlandj

37 View connection properties

Click on the “Membership” page on the left.
In the “Database role membership” section at the bottom, check the
“db_owner” checkbox. You may need to scroll down to see this role.

P
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[ : <
| | Database User - New (=B [t
Selecta page ( 2 o

Si Helj
2 General 5 seipt ~ [ Hep
%4 Owned Schemas
%4 Membership Database role membership:
%4 Securables Role Members l
27 Exended Propetties [7] db_accessadmin

| db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
| db_denydatawriter
db_owner
db_securityadmin

Conneclion

Server:
2V28DZ1\SQLExpress

Connection:
SAIC-CORP\mortlandj

34 View connection properties

Progress
Ready

[ ok ][ cancel

i. Click OK.

5. On the new server, run the IQSVS installer. When prompted to enter the database
information, use the new SQL Server database information and login.

Page 42 of 51



3/19/2026
IQSV8 References Document

Reference H: IRWIN Integration

The purpose of this reference is to help IQS users understand the integration features within IQS
V8. If you are upgrading from a previous version of 1QS, most of the functionality is the same.
If this is your first time using IQS or connecting to IRWIN, read this document thoroughly to
understand the functionality of IQS and IRWIN integration. A series of several questions and
answers appear at the end of this section as to how IQS and IRWIN communicate specifically.

Upgrading from an existing version to IQS V8

Migrating from a previous version of IQS that is already integrated to IQS V8 is simple. During
the installation process, ensure the person who performs your installation selects the App Data
folder containing your IRWIN connection credentials. 1QS V8 will automatically migrate the
connection upon first startup and no further action is required.

1 108 Setup X
Select IRWIN APP_DATA Folder Iv.
Browse for your app_data directory !‘ J
Look in: | (23 inetpub e |
Diqsweb-ui Dw'n'wroot_htbm
[Cdlegacy-igs
Dleisencrypt
Dlogs
(Cigs-help Cdtemp
Diqsweb-help CTwwwroot
Diqs'n'ebhelpwapi wawroot_bundled
Folder name: |C: \inetpub\App_Datal
cance

If you did not choose the folder during installation, your installation will show as Disconnected
in the Status screen as shown in the top right User icon -> Status. If this is the case, you can
simply enter your IRWIN username and password as described in the section below, “Connect
IQS to IRWIN Integration Service” at any time to re-connect 1QS to IRWIN.

IQS V8 Integration Features

The list below represents a summary of features in IQSv8 for connecting to the IRWIN
integration service.
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1. An IRWIN username and password will be required for each installation of I1QS.
Steps for applying for IRWIN credentials have been sent to you via your
geographic 1QS representative.

2. Person/qualification updates will be sent to IRWIN by background processes
rather than manually sending the updates. Unsuccessful updates can be reviewed,
reconciled and resent.

3. All resources shared through IRWIN will be assigned a unique IRWIN resource
ID.

4. Reconciling potential duplicates will be handled by the IQS Manager.

5. 1QS will share the “Dispatch Level” on National, Compact, and State
qualifications allowing IROC users to fill compact orders.

6. Experience will be available for all incidents including initial attack when tracked
by IRWIN-integrated systems. Experience will be updated weekly.

Enter Required Information for IRWIN Integration

Once IQSv8 has been successfully installed on your 1QS server, and this is your first time using
IRWIN integration, you will need to prepare your database for the IRWIN integration.

IMPORTANT NOTE: It is important to enter the required fields for as many resources as you
can before actually connecting to the integration service which is explained in the next section.

Person/Org and Certifications

The Integration check box flags a Person to be sent to IRWIN.

1. Go to the Person/Org page and enter the required integration fields for the persons you
want to send to the integration service.

2. Optional - Go to the Certifications page and review the qualifications that will be sent to
the integration service.

All the required fields for IRWIN are shaded green.
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Integration:

IMPORTANT NOTE: It is strongly suggested to enter a person’s middle name or initial as it
will reduce the possibility of conflicting with an existing person in IRWIN.

Connect IQS to IRWIN Integration Service

PLEASE, before proceeding, CONTACT your IQS Regional Representative
to Schedule an appointment to receive your IRWIN credentials and complete
the connection.

Once you have completed entering the required Integration data on the Person/Org screen, you
can then connect IQS to the service to begin sending persons and their qualifications to IRWIN.

To connect your IQSweb V8 to IRWIN:

Log into IQSweb V8 as a user with IQS Manager role.

From the 1QS main menu, go to Administration/IQSweb Settings .

Click on the tab at the far right “Integration Settings” .

Enter the Default Contact Information and then click “Save Contact Information

Hwbh e

Settings”. See below for a description of how this information will be used in 1QS.

5. Enter the Integration Authentication Settings and click “Save Integration Settings”.
e Your IQS Regional Representative will help you to complete this section.

6. If the Integration Settings are successful, the IRWIN Status display will change to
Connected.

7. If the IRWIN status does not change to show it is connected, verify you have the correct
username and password.
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Admin 1QS Settings

System Settings 1Q5Sweb News Email Settings Integration Settings

Integration Status
Refresh

IRWIN Status: Connected

Default Contact Information
MName: *

John Doe

Phone:*
123-867-5309
Email™
john.doe@test.com

Save Contact Information Settings

Integration Authentication Settings
Integration Usemame: *

iqs
Integrafion Password: ™

TEEEEEEEEEEEEEEREEEE

Save Integration Settings

Integration Status — indicates if IQS is successfully connected to IRWIN. Click the REFRESH
button to update the status.

e Not Configured: Indicates that the IRWIN connection has not been set up. Typically,
this indicates no username, or password has been entered for IQS to connect with.

e Disconnected: Indicates the IRWIN connection is configured but not functioning. This
indicates that either the username or password entered is invalid, or the IRWIN service is
offline temporarily.

e Connected: Indicates the IRWIN connection is active and functional. No action is
needed.

Default Contact Information — Enter the default name, phone and email sent with an update to
IRWIN and then click “Save Contact Information Settings”. This information is used when
needing to contact another system to resolve duplicates, prepare for transfers, etc.

Integration Authentication Settings — Enter the IRWIN username, password that was provided
to you by the IRWIN team. Click “Save Integration Settings”. Once these settings have been
saved, the IRWIN status display should change to show Connected.
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Check the Integration Logs

Once your 1QS system is successfully connected to IRWIN, the persons and qualifications that
have been checked for integration will begin flowing into IRWIN. Once they are in IRWIN,
they will be read by IROC.

1. From the IQS main menu, go to Integration/Integration Management to view the
history of transactions and look for requests that may have failed.
2. Click on the Batch Processing tab to further inspect the integration results.
a. It may take several hours up to a few days for batch processing results to appear,
depending on the number of persons who were marked for integration.
b. Your IQS Regional Representative can help you better understand this section.

Integration Management

Batch Processing Batch Runner  Quarantined Persons

From G To G [] Exclude Successiul Updates

Batch Processing Results

N Columns == Filters & Density & Export
Start End Job Area Action Total Success Emors

[J 07/30/2025 08:13 07/30/2025 08:13 DeleteQualificationsFroml Qualification  Delete 0 0 0 -
[J 07/30/2025 06:06 07/30/2025 08:06 DeleteQualificationsFroml Qualification  Delete 0 0 0

[J 07302025 07:57 07/30/2025 07-57 DeletePersonsFromIRWIN Persons Delete 0 0 0

[0 073012025 07:42 07/30/2025 07:42 DeletePersonsFromIRWIN Persons Delete 0 0 0

D 07/30/2025 07:17 07/30/2025 0717 UpdateQualificationsTelR.. Qualification ~ Update 0 0 0

[J 07/30/202507:03 07/30/2025 07:03 UpdateQualificationsTolR... Qualification ~ Update 0 0 0

[J 07/30/2025 06:55 07/30/2025 06:55 AddQualificationsTolRWIN Qualification  Add 0 0 0

[J 07/30/2025 06:47 07/30/2025 06:47 AddQualifications TolRWIN Qualification  Add 0 0 0

[J 07302025 06:27 07/30/2025 06:27 UpdatePersonsTolRWIN Persons Update 0 0 0

D 07/30/2025 06:01 07/30/2025 06:01 UpdatePersonsTolRWIN Persons Update 0 0 0

[0 0730/2025 05:57 0713072025 05:57 AddPersonsTolRWIN Persons Add 0 0 0

[ 073012025 05:47 07/30/2025 05:47 AddPersonsTolRWIN Persons Add 0 0 0

[] 07/30/2025 04:50 07/30/2025 04:50 UpdateQualsReplaceFlag Qualification ~ Update

[J 07/30/2025 04:32 07/30/2025 04:32 UpdateQualsReplaceFlag Qualificaion ~ Update

[J 07/29/2025 07:57 07/29/2025 07-57 DeletePersonsFromIRWIN Persons Delete 0 0 0

[J 0772972025 07:42 07/29/2025 07-42 DeletePersonsFromIRWIN Persons Delete 0 0 0

D 07/29/2025 07:17 07/29/2025 0717 UpdateQualfficationsTolR.. Qualification ~ Update 0 0 0

D 07/29/2025 07:03 07/29/2025 07:03 UpdateQualificationsTelR.. Qualification ~ Update 0 0 0

[ 072512025 06:55 07/29/2025 06:55 AddQualificationsTolRWIN Qualification  Add 0 0 0

[] 072972025 06:47 07/28/2025 06:47 AddQualificationsTolRWIN Qualification  Add 0 0 0 -

4 >

Batch Processing

After the initial connection the IRWIN Integration Service, IQS V8 sends updates to IRWIN
immediately whenever possible (e.g. adding a person who is marked as an Integration resource
on the Person/Org page will immediately send the update to IRWIN).
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IQS V8 also utilizes background processing to send batch updates (e.g. importing experience

records or removing inactive qualifications) to IRWIN. The background processing jobs are

scheduled and most run nightly. If a system is shut down overnight, the processing jobs will
resume the following night.

Resolving Potential Duplicates

If a person is checked for “integration”, the first time that person is saved in IRWIN, several
criteria are checked against existing persons within IRWIN to ensure the person being entered is

unique. For potential duplicates that need further inspection, the record will be quarantined. The

following rules will ensure uniqueness. If there is an exact match found that already exists, the
record will not be successfully submitted.

NameFirst plus NameLast plus NameMiddle plus HomeDispatch plus ProviderUnit plus
BirthMonthDay must be unique.

If NameFirst plus NameLast plus NameMiddle plus BirthMonthDay match, the resource
1s quarantined.

If all but one of the following are the same, the resource is quarantined - NameFirst plus
NameLast plus NameMiddle plus HomeDispatch plus ProviderUnit plus BirthMonthDay.
If the BirthMonthDay plus the NameLast match, the resource is quarantined.

If the BirthMonthDay plus the NameFirst plus NameMiddle (first letter) match, the
resource is quarantined.

Integration Management

History Batch Processing Batch Runner Quarantined Persons
Quarantined Persons

M Columns = Filters = Density &, Export

Person QrgPath

Doe, John MTMTS;;;;

When a resource is “quarantined”, IQS will allow you to inspect the record and resolve the
potential duplicate.

1.
. A list of quarantined persons will be displayed.

From the Integration Management screen, click on the Quarantined Persons tab.
Click the Person’s Name link and you will be displayed with a list of persons that are

potentially in conflict with the person you have entered. Inspect the information
displayed. You may need to reach out to another agency if you suspect the person you
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are trying to enter is currently owned by another agency. If that is the case, you will need
to work with that agency to have them transfer that person OUT of IRWIN.
a. Please work with your IQS regional representative if you have questions about

this process.

Integration Resource Conflict: Doe, John

The following suspected intergration resource conflicts were found.
Review each entry in the Integration Conflicts list to determine if it is a duplicate of the added person.

Operational Name Manager Contact Info
Doe, John Unknown
[J Doe, Jimmy 1QS Contact: Sample, Person

Conflict Details

Resolve

Hold

After reviewing all entries in the conflict list, choose a resolution.
Is the added person in the conflict list? [] Yes [] No

The table on the |eft contains data about the new person and the selected integration resource. Entries in red indicate that the values differ between persons. The tables on the right display
he capabilities and experiences of the selected integration resource
Added Person vs. Integration Conflict

Added Person

First Name: John
Last Name: Smith
Middle Name:

Month/Day: 0404
Home Dispatch MTMDC
Provider: MTMTS
Home Unit MTSWS
Parent Resource ID: NA
System of Record igs
Manager Contact Info Unknown
Valid: Yes
Quarentined: Yes

Integration Confiict
John

Doe

M

0404
CAXPLC
CARSV
CAXPL
NIA

iroc
Unknown
Yes

No

Integration Status Header on All Pages

Selected Integration Resource Data

Capabilities
¢ . Position
apacly Code
Trainee SCKN
Trainee SCKN
Trainee STEN
Trainee PIOF
Experiences

No Integration Experiences

Incident Type
Endorsement

WF

WF

WF

WF

Type

Status/Check-In
Recorder

Status/Check-In
Recorder

Strike Team
Leader Engine

Public
Information
Officer

Click the User icon in the top right and select Status to see the status of the IRWIN integration
connection. This display box contains the software versions currently installed of both IQS and
SQL Server. In addition, there is a count of the total number of persons in the database and how
many of those have been integrated with IRWIN as well as the size of the database itself in MB.
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IS Avoutlas

Client Version: v8.0.0-03122024.1102

Server Version: v8.0.1-07152025.0442

Database Version: 8.0.0-alpha

IRWIN Status: Connected

IRWIN Environment: Production

SQL Server Version: 16.0.1140.6 Developer Edition (84-bit)

Total Persons: 4

Total Integration Persons: 4

Database Size: 208.00 MB

The Questions and Answers below are related to how and when IRWIN and
IQS communicate with each other should your agency be concerned about
open computer ports on the network.

1. Connection Method

a.

b.

How are requests sent between 1QS and IRWIN? 1QS transmits data and
requests data over an HTTPS connection containing JSON data elements.

Is the integration based on a push model (IQS sending data to IRWIN) or a pull
model (IRWIN retrieving data from 1QS)? 10QS both pushes information
(persons, qualifications) and pulls information (experiences, conflicted
persons) from IRWIN. All requests are initiated from I1QS, meaning there is
no publish-subscribe mechanism with IRWIN.

2. Communication Protocol

a.

What protocol or interface is used for the communication (e.g., API, web service,
message queue, file transfer, etc.)? IRWIN exclusively uses a REST interface
over HTTPS for all traffic. No other protocol or port is used.

3. Authentication and Security

a.

b.

C.

What security mechanisms are in place for the connection? IRWIN uses
username and password authentication exclusively. 1QS administrators
enter the password in the IQS application, and it will be encrypted at rest
and stored in the SQL Server database

Is the communication encrypted (e.g., HTTPS/TLS)? Yes IRWIN exclusively
uses HTTPS for connections.

How do the systems authenticate each other (API keys, certificates, service
accounts, tokens, etc.)? See above - IRWIN exclusively uses username and
password authentication to authenticate the connection between itself and an
I1QS system.
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d.

Are there any firewall rules, IP allowlists, or network restrictions involved? Your
network must allow outbound traffic to irwin.doi.gov on HTTPS/443 ports.
No other domain or port is used for IRWIN.

4. Data Flow

a.

b.

C.

What type of data is exchanged between IQS and IRWIN? 1QS transmits
personnel records such as name, organization unit, etc, and the qualifications
of those personnel (eg. Firefighter Type 1, Engine Boss) from 1QS to IRWIN.
It receives information such as experience on an incident, as well as
information needed to handle integration and conflict resolution of other
persons.

Are requests synchronous (real-time) or asynchronous (queued/batch)? Requests
are both synchronous and async depending on the operation. Many
operations are synchronous such as adding or update a person or their
qualifications. Other changes are sent on a schedule that typically runs
overnight from the IQS application, such as marking qualifications expired
and importing experience records, as well as retrying any failed operations
from the day.

Are there any retry or error-handling mechanisms if a request fails? How we
confirm connection is up and secure? Yes, 1QS flags failed requests to be re-
tried and sent to IRWIN nightly, so your application server must be online
24/7. You can validate the connection status from the top right corner of the
application - it will show "IRWIN Connected" if the connection is successful
and healthy. Failed requests will be shown in the Integration Management

page.

5. Infrastructure / Network Details

a.

b.

Which servers or endpoints are involved in the connection? Your application
server hosting the 1QS application is the only server that initiates requests to
IRWIN (irwin.doi.gov) and only requires outbound access on HTTPS/443
Are there specific ports or services that need to be open between the systems?
Outbound HTTPS/443 is the only traffic used. 1QS does need to reach a few
other systems for other features such as data catalog updates (vdatasys.com).

6. Documentation

a.

Do we currently have any architecture diagrams, interface documentation, or
security documentation describing the integration between IQS and IRWIN? The
DOI website for IRWIN has extensive documentation on all endpoints and
data models used by the system - see
https://www.wildfire.gov/application/irwin-integrated-reporting-wildfire-
information
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