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1.0 INTRODUCTION

This document has been prepared to suppottthdent Qualification System (IQS) upgrade to
a webbased application QS is an incident qualification and training records management
system built on the NIIMS Wildland Fire Qualification System Guide {B)LOData from 1QS
can be imported intthe interagenciROSS (Resource Ordering and Status Sységpijcation

IQS was developed by the National Association of State Foresters (NASF) in cooperation with
the UDSA Forest Servida 1997. Version 5.3s currently maintained by NASF and utilized
primarily by 40 states. Since IQS is available to anyorn® ailso used unofficially by other
emergency response agencies and many local municipalities. Qualifications and training records
for approximately 300,000 incident responders are tracked within 1QS databasgsurpose of

this project is to upgradthe legacyQS applicationto a webbased applicatiothat will be

called IQSweb

A web-based version of IQS must meet the following general criteria:

e Duplicate the majority of current system business rules, functionality and reports.

e Meet industry standdrsecurity requirements for wddased applications

e Utilize a data engine that is free and redistributable (e.g. MSDE, SQL Server 2005
Express).

¢ Require m special licensintp the enduserfor software/hardware.
Utilize a rowser based user interface

e Desdgned to be anfigurable to run oalocal machine or hostemh a web server.

1.1  Purpose

The purpose of the software architectanel desigrescribed in this document is to support the
upgrale of the legacy IQS Versionsystem to a webased applidson. 1QS V5x is a
distributed PC based system. TégacylQS applicationuser interface was developed with
Microsoft Visual Basi®.0and utilizes a Microsoft Acce2)00database.

1.2  Scope

This document details the recommended software architdotutee IQSwebapplication The
suggested software architecture is based on the follawimignum softwarehardware
requirements:

Application hosted locally:.
e Microsoft Windows XPwith SP2 or newer
e IS
e SQL Server 2005 Express Edition

0 Processor: 600 MHzdntium lll-compatible or faster processor; 1 GHz
recommended.



0 RAM: 192 MB RAM minimum; 512 MB recommended.
o CD/DVD Drive
o Hard Disk: 1 GB minimum

e Microsoft .NET Framework (2.0/3.0)

Application hosted on the Web
e Web Server
0 Microsoft Windows 2000 Servevith SP4 or newer.
o IS
0 Microsoft .NET Framework (2.0/3.0)

e Database Server
o Microsoft Windows 2000 Servevith SP4 or newer
o IS (if the Business layer and the Data Layer are hosted on the same server)

o Microsoft .NET Framework (if the Business layer and the [ater are hosted
on the same server)

0 SQL Server 2005 Express Edition

A Processor: 600 MHz Pentium-Bbmpatible or faster processor; 1 GHz
recommended.

RAM: 192 MB RAM minimunt 512 MBrecommended
CD/DVD Drive
Hard Disk: 1 GB minimum

> >

>

e Server hosting Busiiss Layer (optional if separate server is not available thoe
Businesd ayer, then theBusinesd ayercan be hosted on the Database Sérver

o Microsoft Windows 2000 Servavith SP4 or newer.
o lIS
0 Microsoft .NET Framework (2.0/3.0)

It is assumed tha@QSweb applicationwill leveragethen o st i n g o0 rexgstng seeuaty i on 6 s
and network architectures.



2.0 SOFTWARE ARCHITECTUR E

The software architecture is divided irf@8&ey project componenty layersthat include:

A 1QSwebPresentation Layér consistsof user interface web pages and visual
components/interface of the web applicatioat allows the user to interact with all of the
IQS data entry/edit and reporting modubased on their security level authorization.

A IQSwebObjectLayer- provides a MiocosoftNet object framework that is an object
representation of alQS data elements required by the wagiplicationuser interface.

A IQSwebData layeii Consists of the databaard the actual data elementseded for the
Web Application.

These3 key progct componentallow a clean separation of the visual representation of the web
application from the back end data layer usingaihjectlayer. The presentation layer consists of
all the web pages (.aspx, .ascx etc). Ofsgectlayer consists of all thdass files that are object
representation of data elements. The data layer consists of the database awotjaltthe

associated with the database such as Tables, Views, Stored Procedures and Functions etc. The

presentation layer will be hosted on theoveerver in the DMZ for public access to the web
application. If the web application is not open to public then the web server will be behind the
organizatiors firewall. TheObjectlayer maybe hosted on a different server or can reside on the
same serveds the database. Hosting the business layer and the data layers on two different
serves providesa clean separation between the business and the data layers. The interaction
between each of the layesl be throughweb services SeeAppendix B for grgphical
representations of various hosting configurations.

2.1 IQSweb Presentation Layer

The security design for tH®S Presentation Layanakes use of botiiserauthentication and
authorization. Authentication is the process in which the applicatiohvege s a user 6 s

d

credentials. Authorization will actwually veri

requested resource. Thpplicationsupports forms basedithenticationForms based
authentication stores the usernames and passwadttis databas@ he authorization for the
portal is handled usingle-based security to determine whether or not a user has access to a
particular resource.

2.2 1QSwebObject Layer

ThelQSwebObjectLayerconsists of object tiers:

A 1QSwebBusiness Rul®©bject Tieri exposes an object representation of all data
presentation and manipulation. Objects are constructed and organized according to how
they support the user interfaces. All modules require a minimum of at least one object to
manage the data pexsed by that module.

A 1QSwebData Object Tier is a single data access object that serves as a SQL stored

procedure broker that maps stored procedures to the data requests by the business objects.

After mappingto the appropriate proceduitbe data objeéexecutes the stored
procedureUpon completion of the execution, the data object returns the resulting data



back to the business object. The data object tier will be implemented as a .Net Web
Service behind the firewall to ensure data security.

ThelQSwebobjectlayertiers combine with th&€QSwebuser interface to create artiar
solution.

2.3  1QSweb Software Physical & Security Model

SincelQSwebw i | | be available to users via the Inte
designed to facilitate sarity protection for the underlying system data while providing a
scaleable platform.

The Software Physical & Security Model consists of:

A Public Zone is anonsecure level since it is exposed to bothl®8 System users and
the general public via thaternet.

A DMZ (Demilitarized Zone) is the first secured zone level. It is assumed that the firewall
guarding the entry into this zone should be configured to allow HTTP traffic on port 80,
all other ports may be closed and other types of traffic magbed access.

A Secured Zoné is the highest level of security with the entry firewall requiring a secured
pipe to connect the DMZ to the Secured Zone. The pipe can be secured by using IPSec
(Internet Protocol Security), SSL (Secure Sockets Layer), andi€zes. All data being
transported by the pipes should be encrypted.

Appendix A lists theSoftware Physical & Security Modetquirements for three distinct hosting
serariosbasednthetargeb r gani z at i o nAppendix B shbws a graplida s .
representation of the Software Physical & Security Model for each scenario described in
Appendix A.

Physically the rtier object model is distributed over ttveo secured zones:
A DMZ (Demilitarized Zone)
o IQSwebPresentation Layer
A 1QSwebUser Interface Er
0 |IQSwebBusiness Layer
A 1QSwebBusiness Rule Object Tier
A 1QSwebServicedData Object Tier
A Secured Zone
o IQSwebData Layer
A 1QSwebDatabaseTier

The firstthreetiers- IQSwebUserInterface tierlQSwebBusiness R Object Tierand
IQSwebData (bject tier- run within the memory space of Microsoft Internet Information
Services 5.6.0(lIS) via the .NeR.0/3.0Framework. Thesthreetiers utilize ASP.Net, Web
Services, an®SLAPSec to communicate with the other tiers.



Thefourthtier, IQSwebDatabasetier, will be located within the Secured Zone. TR& System
databasgs) are exposed to the business rule object tier by a web service that uses the data object
to access the databases.

2.4 1QS Security Workgroups

Workgroups are defined for the 1QS systerfihe workgroups are used to control access to the
modules within 1QS. 1QS users may be assigned to one or more workgroups.

IQS Organizational Level Access
The organizational access further defines the subset of data available to the user within 1QS
updating, reporting and viewing. This organ

A security matrixhatdefines the modules to which each workgroup will be given acaddse
defined within the IQSweb Interface Design document.

Admini Users belonging to this group will have full access to the 1QS system including the
ability to add new workgroups and reconfigure the modules to which each workgroup has access.
Members of this group will be restricted to the IQS Development Team

Managern Users belonging to this group will have access to the IQS System administration
functions such as creating new users and assigning them to groups and giving them
organizational level accesslQS Manager has full access to all IQS modules.

Data Entryi Users belonging to this group will have access to all modules except the system
administration module.Access to records is further restricted to the Organizational Level

Access (OLA) that must be assigned to users with this Réstrictel access t o the Al
Datao wi l |l al so be given.

Reportsi Users belonging to this group will have access to all IQS Reports. Access to records is
further restricted to the Organizational Level Access (OLA) that must be assigned to users with
this rde.

Incident Qual Card Users belonging to this group will have access to only the Incident
Qualification Card report. Access to records is further restricted to the Organizational Level
Access (OLA) that must be assigned to users with this role.

A security matrix thatdefines the modules to which each workgroup will be given asaédse
defined within the IQSwemmterfaceDesign document.



3.0 IQSWEB DEPLOYMENT OPTIONS

This section presentsvariety of methods in which IQSweb can be deployBg.examining the
range of deployment options, we can determine which methods or combination of methods will
best suit IQSweb. During the build phase, the exact method and installation configuration for
production releases will be determinegince IQSwveb will be developed as an ASP.NET
application, deployment can be done by any ofgreerafollowing methods.

arwnE

Manual deployment using Windows folder Copy.
XCOPY deployment.

Using Visual Studio to Copy the web site.
Deploying a precompiled applicatio.

Deploying the application using Installation.

ConsideringQSweb will be installed by several states or local fire distvidtis a variety of
installation environmenishepreferredinal deployment method for the IQSweb is method 5.
Foriterativeinternal team and pralpha releases and testing, wi# use methods 1 through 3.
Each of the deployment methods are explained in more detail below.

1.

4.

Manual Deployment

The process involves manually creating a virtual directory for the web site orlthe w
server of the computer on which the deployment takes place and transferring the files
manually (using a CD, flash disk, network drive etc) to the directory associated to the
virtual directory.

XCOPY Deployment.

XCOPY is similar to the manual deploynieabove except the XCOPY provides more
functionality than just a copgndpaste. XCOPYanmove files, directories and even

entire drives from one point to another. Because .NET assemblies attesalbing (all

of the details about the assembly areedowithin the assembly), installing an assembly

is as simple as copying to a server and the 1IS does not need to be restarted as there is no
change to registry settings. XCOPY also involves creating the virtual directory manually.

Using Visual Studio t@opy and deploy the web site

Visual Studio can also be used to copy the web site to the deployment server. The GUI in
Visual Studio allows the web site be copiedo a local server or a remote server. The

web application can be copied to the file systerhocal 1S or to a FTP site or a Remote
site.

Precompiled Application Deployment



An application can be preompiled for deployment. In this procesach page of the web
application is built and a compiled into a single application DLL and somehpliaes
files. These files can be deployed together to the deployment server. Tdwrpiation
process obfuscates the code by placing all page code acadiadehind thpage into

the DLL thereby making it more difficult for the code to be stolen anged. The pre
compilation of the application for deployment can be done within or outside Visual
Studio. The deployment can be done using Visual Studio as in option IlI.

5. Installing the application.

Finally Visual Studio or another tool such as Windomsdller or WISE installation or

Install Shield can be used to build a Web Setup file that can be used to install the
application. Using an installer program has significant advantages such as checking for
prerequisite software (such as .NETecapabiity to read and write valuds the

registry,the capability to collect user inputhe capability to run scripts and the capability

to include such features as dialogs and splash screens during installation process. With
the Web Setup, the creation oftuial directoriess automated. This is an idesituation

for an application to be deployed on many computers with minimum user interaction and
interference.

3.1 1QSwebDeployment Model

Based on the availabilitgr numberof the machines/servers andlaitectureof the target
organizationthe installation can consist of a single installation package or multiple installation
packagesit is likely we will need to develop packages fack scenario as explained below. In

the first scenario all the ASPEN pages, the business objects, the web service(s)/data objects
and the database is packaged into a single installation package. In the second scenario the
presentation layer and the object layer are bundled together into one installation package, the
webservice(s) and the data objects in one installation package and the database into a separate
installation package.

Installation on a Single Machine

For a single server/machine environment being deployed behind firewall in intranet, the SQL
Server 2005 Exss (if SQL Server not present) and the database will be installed first, then the
Microsoft.NET 2.0 (if not already present on the machine) and the Web Service(s) and data
objects followed by the presentation and business layer objects along withuhédinectories
needed for both the web service(s) and the 1QS application.

I n the ca=sé¢ omfe 0a c idwhetrd apll theauser af the machimecesses the
application, this same configuration would be used. The main difference is thpptioation
would be accessed using an IP address that is internal to the PC and only accessible by that PC.

Installation on a Multi -Server (Two) Installation



For a two server/machine configuration (intranet or internet), the SQL Server 2005 Express (if
SQL Server not present) and the database will be installed on the database/web service(s) server
along with the Microsoft.NET 2.0 (if not already present on the machine) followed by the Web
Service(s) and data objects. The presentation and businesstggts avill be installed on the

web server.

Installation on a Multi -Server (Three) Installation

For a three server/machine configuration (intranet or internet), the SQL Server 2005 Express (if
SQL Server not present) and the database will be installdteatatabase server. The Web

Service(s) and the data objects along with the Microsoft. NET 2.0 (if not already present on the
machine) will be installed on the server between the web server and the database server followed
by the presentation and busin&sger objects on the web server.



APPENDIX A

Software & Physical Security Requirements

The 1QSweb application can be installed and configured for a variety of hosting situations based
thetargebr gani zati onds pr ef e rare descabed belowlbasedekey b asi ¢
factors:

How many machines/servers are available.

Will the application be exposed publicly through the internet

Will the application be keptinsideh e or g anranetat i on 6 s
How the organization has its firewall@)nfigured.

PwnE

An organization that is installing IQSweb cankpthescenario that best fitheir informaion
technology requirements for security, software and hardwaraphicalrepresentations of each
scenario can be found Appendix B.

1. Installing on a Single Machine

When the application is hosted locally on a single machine, it has to be behind the
firewall on the intranet. The application must not be opened to the public because the
database also resides on the same machine and if the seacbm@) and the application
are exposed to the public, the security risk for the data is very high.

0 Minimum Software/Hardware Requirements:
A If using a Web Server

Microsoft Windows 2000 Server with SP4 or newer.

1S

Microsoft .NET Framework (2.0/3.0)

SQL Server 2005 Express Edition

0 Processor: 600 MHz Pentium-Ebmpatible or faster

processor; 1 GHz recommended.

RAM: 192 MB RAM or more; 512 MB recommended.
CD/DVD Drive

Hard Disk: 1 GB minimum
IE 6.0 SP1 or newer

oo O O

A If not using a Web Server
e Microsoft WindowsXP with SP2

A-1



2.

e |IS
e Microsoft .NET Framework (2.0/3.0)
e SQL Server 2005 Express Edition
0 Processor: 600 MHz Pentium-iEbmpatible or faster
processor; 1 GHz recommended.

RAM: 192 MB RAM or more; 512 MB recommended.
CD/DVD Drive

Hard Disk: 1 GB minimum

IE 6.0SP1 or newer

o O O O

Installing on MultiServer (two) environment.

When the application is hosted in a MiB@rver environment, the application can
operate on the intranet or on the internet (opened to public).

The hosting process is the same for both seemnarith the security requirements being
different.

In the Intranet hosting both the web server machine and the database server machine
reside behind the firewall in a secured zone.

With the Internet hosting (application being opened to public over th&\)\tthe web

server machine resides in the DMZ (Dditarized Zone) which is secured by a firewall

and the Port 80 of the web server is open for the public requests. In this mode the
database server resides behind a firewall in a secured zone and ttrafbalgllowed to

this machine is from the web server over port 80. All the communication between web
server and the database server is using web services and the communication must be
encrypted using SSL (Secure Socket Layer) or IPSec (Internet PrStmaiity) Please

see the assumption®lso in this scenario the web services and the database reside on
the database server. All the requests to the database are through the web services. The
web server hosts the web presentation components such ashtipages, images and

also the Business Objects. The database server hosts the Business Objects, web services
and the database.

0 Minimum Software/Hardware Requirements:
A Web Server
e Microsoft Windows 2000 Server with SP4 or newer.
e |IS
e Microsoft .NET Framework2.0/3.0)

A Database Server
¢ Microsoft Windows 2000 Server with SP4 or newer.
e IS

e Microsoft .NET Framework (2.0/3.0)

e SQL Server 2005 Express Edition

A-2



3.

0 Processor: 600 MHz Pentium-Ebmpatible or faster
processor; 1 GHz recommended.

RAM: 192 MB RAM or more512 MB recommended.
CD/DVD Drive

Hard Disk: 1 GB minimum

IE 6.0 SP1 or newer

O O O O

Installing on MultiServer (three) environment.

The hosting process is the same as the above except that in this scenario, the web server
resides in the DMZ and the other twergers reside behind the firewall. The web server
hosts the web presentation components such as the web pages, images and also the
Business Objects. The Object tier is hosted on server of its own. This tier consists of the
Business Objects and thiéeb Senice(s) needed to access the database. The database
server hosts the database. In #msironmengll the requests from the web server are

routed through the server hosting the object tier. There is no direct communication
between the web server and théatfase server making the application more secure.

Since the database is hosted on a separate server, 1IS need not be installed on the server
making it more secure and unavailable to web requests. All the communication between
the middle tier server and tkatabase server is through port 1433 of the database server.
SQL Server uses port 1433 to receive data requests and send data responses. Port 1433
must be opened for communication between the server hosting the object tier and the
server hosting the datake. As in the above scenario all the communication between web
server and the server hosting the object tier is through web services and the
communication must be encrypted using SSL (Secure Socket Layer) or IPSec (Internet
Protocol Security)Rlease sethe assumptions

o] ~ Minimum Software/Hardware Requirements:
A Web Server
¢ Microsoft Windows 2000 Server with SP4 or newer.
o |IS
e Microsoft .NET Framework (2.0/3.0)

A Middle Tier Server
¢ Microsoft Windows 2000 Server with SP4 or newer.
e IS
e Microsoft .NET Framework2.0/3.0)

A Database Server
e Microsoft Windows 2000 Server with SP4 or newer.
e SQL Server 2005 Express Edition
0 Processor: 600 MHz Pentium-Ebmpatible or faster
processor; 1 GHz recommended.

0o RAM: 192 MB RAM or more; 512 MB recommended.

A-3



o CD/DVD Drive
o Hard Dsk: 1 GB minimum
o IE 6.0 SP1 or newer

Assumptions
1. All the communication between the web server and the other servers is encrypted
using SSL or IPSec.



APPENDIX B

Software Physical & Security Modes

Figure B-1 Software Physical & Security Model for Single Machine Installation.
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Figure B-2 Software Physical & Security Model for Multi-Server (Two) Installation.



