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Subject: ROSS Overhead Personnel Unique Identifier

Since its inception, the ROSS application has utilized Social Security Number (SSN) as a unique
identifier for overhead personnel. The authority to use of SSN as a unique identifier was granted
through the processes defined by the "Privacy Act of 1974". This decision was officially
published in the Federal Register on January 14, 2005. Federal law requires that any system
using SSN protect the data to every extent possible. Within the ROSS application, SSN is fully
protected from visibility to users and through encryption within the database. This functionality
has been validated and certified through the Federal Information Management Security
Management Act processes as implemented during system Certification and Accreditation
(Security C&A). ROSS is currently being re-certified to assure compliance with all security
regulations.

In September 2007, the Secretary of Agriculture notified agencies with in the department that the
use of SSN as a method to uniquely identify an individual within automated systems must be
curtailed by the end of September 2008, With this direction in place, changes to ROSS and the
ROSS are underway and are scheduled for release with ROSS Version 2.9 in the fall of 2008.

Until such time as changes to ROSS are completed, the following direction is provided. Users
may begin implementing this direction immediately. If users have questions, or encounter
problems, please call the ROSS Helpdesk.

State & Local Agencies Using 10S

The Incident Qualification System (IQS) is currently being re-engineered as a web-based
application and will, implement a solution to resolve the unique identifier issue. Release of the
new system is estimated to mid spring of 2009. Until then, State Agencies using 1QS have 2
options for managing Unique ldentifiers.

1. For State Agencies that elect to continue to use SSN as a unique identifier, there is no
change in procedure. If users receive errors when importing 1QS records with valid SSN
identifiers, they should call the ROSS Helpdesk. Calls will be escalated to a Subject
Matter Expert who will work with users to resolve these issues.

2. For State Agencies that elect to change from using SSN as a unique identifier, attached
with this document is a table which provides a block of 100,000 unique nine-digit
numbers for each State or Territory. The first two digits are 99 (a combination that does
not occur in the Social Security system). The third and fourth digits consist of the two-
character Federal Information Process Standard (FIPS) code for each State. The
remaining five digits range from 00000 to 99999. It is imperative that each State manage

' Exceptions to this direction are in place for systems which support financial operations (e.g. payment systems). In
this case, direction has been provided as to the protection requirements for Privacy Act Data.

website: ross.nwcg.gov
email: helpdesk@dms.nwcg.gov



National Interagency Resource Ordering and Status System

their assigned block of numbers to assure uniqueness throughout the state. Number
assignments must be unique to State and Local Agencies (e.g. State Forestry and Local
Fire Departments). NOTE: numbers from this block may also be assigned to agencies
that do not use 1QS (i.e., they hand enter overhead resources in ROSS).

For Federal agencies (only) that use 1QS and require a unique identifier other than SSN, these
agencies should request through the ROSS Help Desk an appropriate block of temporary unique
numbers.

Steps to migrate existing 1QS Records which have been previously imported into ROSS

The process required to complete this task will avoid the existence of duplicate records in the
system (ROSS). The following steps must be followed:

1. PRIOR to completing these steps, notify the ROSS Helpdesk to seek assistance from
the ROSS Project Team.

2. Update records in 1QS to add / change the unique identifier for a specific record(s).

3. Perform the IQS “Export to ROSS” function to prepare a IQS file for Import into
ROSS.

4. Perform the import of the 1QS records into ROSS using the ROSS Import utility.
Review the import log files to assure that no errors occurred.

6. Go to the Resource Item Screen and review the records. There will likely be
duplicate records for many (if not all) of the overhead personnel imported from 1QS.
This happens because there are existing records in the system which have a different
unique identifier (e.g SSN versus the Temporary Unique Identifier for each State).

7. For each duplicate record, perform the Merge Resources function to merge the
records into a single record. Use the ReslDs displayed on the Merge Resources
screen to make sure that the old record is merged into the new record. The ResID for
the new record will be a larger number than that for the old record.

Users who are getting errors when importing 1QS records with valid SSN identifiers, should call
the ROSS Helpdesk. Calls will be escalated to a Subject Matter Expert who will work with users
to resolve these issues.

Federal Agencies using IQCS

Data exchange between 1QCS and ROSS will continue as currently executed. The current
version of 1QCS requires the use of SSN and currently meets all Privacy Act requirements which
aligns with the current version of ROSS. Once the new requirements are defined, the IQCS and
ROSS Project Teams will work jointly to make the necessary changes to each application so as
to minimize any impact to 1QCS users.

Federal and State / Local Agencies - ROSS Manually Entered Records

This direction applies to agencies that do not use 1QCS or 1QS

1. For Federal and State / Local agencies using SSN as the unique identifier, the use of SSN
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in ROSS is authorized until such time as application changes are completed in ROSS.

2. For Federal agencies (only) that require use of a unique identifier other than SSN, these
agencies should request through the ROSS Help Desk an appropriate block of temporary
unique numbers. NOTE: NWCG-member Federal agencies are required to use IQCS to
qualify resources and send them to ROSS.

If users have any questions or need assistance please call the ROSS Helpdesk

/s/ Jon C. Skeels, PMP

JON C. SKEELS, PMP
Senior Project Manager

Attachment
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IMPORTANT: the control of this block of numbers must be maintained centrally within the

State. If there are multiple instances of 10S (e.q., multiple state offices and / or local

governments using 1QS) then the block should be subdivided and a set range of numbers issued

to each entity. Likewise, state or local agencies that do not use 1QS should be assigned a range

of numbers from this block to be used for hand-entered ROSS resourcs.

Unique IDs for State and Local Agencies
(where use of SSN in ROSS is prohibited)

Assigned 1QS Person 1D Block

State or Territory FIPS ID (may be entered in ROSS if not using 1QS)
Begin End

Alabama 01 990100000 990199999
Alaska 02 990200000 990299999
Arizona 04 990400000 990499999
Arkansas 05 990500000 990599999
California (except CALFIRE) 06 999060000 990699999
Colorado 08 990800000 990899999
Connecticut 09 990900000 990999999
Delaware 10 991000000 991099999
District of Columbia 11 991100000 991199999
Florida 12 991200000 991299999
Georgia 13 991300000 991399999
Hawaii 15 991500000 991599999
Idaho 16 991600000 991699999
Illinois 17 991700000 991799999
Indiana 18 991800000 991899999
lowa 19 991900000 991999999
Kansas 20 992000000 992099999
Kentucky 21 992100000 992199999
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Unique IDs for State and Local Agencies

(where use of SSN in ROSS is prohibited)

Assigned 1QS Person 1D Block

State or Territory FIPS ID (may be entered in ROSS if not using 1QS)
Begin End

Louisiana 22 992200000 992299999
Maine 23 992300000 992399999
Maryland 24 992400000 992499999
Massachusetts 25 992500000 992599999
Michigan 26 992600000 992699999
Minnesota 27 992700000 992799999
Mississippi 28 992800000 992899999
Missouri 29 992900000 992999999
Montana 30 993000000 993099999
Nebraska 31 993100000 993199999
Nevada 32 993200000 993299999
New Hampshire 33 993300000 993399999
New Jersey 34 993400000 993499999
New Mexico 35 993500000 993599999
New York 36 993600000 993699999
North Carolina 37 993700000 993799999
North Dakota 38 993800000 993899999
Ohio 39 993900000 993999999
Oklahoma 40 994000000 994099999
Oregon 41 994100000 994199999
Pennsylvania 42 994200000 994299999
Rhode Island 44 994400000 994499999
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Unique IDs for State and Local Agencies
(where use of SSN in ROSS is prohibited)

Assigned 1QS Person 1D Block

State or Territory FIPS ID (may be entered in ROSS if not using 1QS)
Begin End

South Carolina 45 994500000 994599999
South Dakota 46 994600000 994699999
Tennessee 47 994700000 994799999
Texas 48 994800000 994899999
Utah 49 994900000 994999999
Vermont 50 995000000 995099999
Virginia 51 995100000 995199999
Washington 53 995300000 995399999
West Virginia 54 995400000 995499999
Wisconsin 55 995500000 995599999
Wyoming 56 995600000 995699999
American Samoa 60 996000000 996099999
Federated States of Micronesia 64 996400000 996499999
Guam 66 996600000 996699999
Marshall Islands 68 996800000 996899999
Northern Mariana Islands 69 996900000 996999999
Palau 70 997000000 997099999
Puerto Rico 72 997200000 997299999
US Minor Outlying Islands 74 997400000 997499999
US Virgin Islands 78 997800000 997899999
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